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From Noob to 1337 in 0x15 Minutes

By Vilos "Cox" Cohaagen

Chapter 0x00 — C: The Language of Gods

You picked up this book. Good. That already puts you ahead of approximately 99.7% of people
currently writing what they call "software." The remaining 0.3% are split between the people who
wrote your operating system kernel, the people who wrote the firmware in your washing machine,
and a handful of demosceners in Northern Europe who still think 64 kilobytes is plenty.

This chapter is about C. Not C++. Not C#. Not Objective-C. Not "C-like syntax." C. The one Dennis
Ritchie wrote at Bell Labs in 1972 because he needed something to write Unix in, and Unix needed
something to be written in, and the universe required this particular bootstrapping paradox to
resolve itself before any of us could get on with our lives.

If you take nothing else from this book, take this: every layer of abstraction between you and the
silicon is a layer where someone else has made decisions on your behalf. Some of those people
were brilliant. Most were not. C is the lowest layer at which you can still be productive and the
highest layer at which you can still be honest. Everything above it lies to you. Everything below it
makes you cry.

Why "Language of Gods"

The chapter title is, yes, a bit much. It is also correct.

Consider what C does. It gives you a flat, addressable memory model. It gives you direct control
over allocation. It gives you pointers, which are simply integers that happen to mean something. It
gives you a tiny standard library, a preprocessor that is technically a separate language bolted on
with duct tape, and exactly enough syntactic sugar to keep you sane. Then it gets out of your way.

That is the entire deal. There is no garbage collector waiting in the wings to stop the world for 40
milliseconds while it tidies up after your laziness. There is no virtual machine interpreting your
interpreter. There is no runtime apologizing for itself. You write C, the compiler turns it into machine
code, the machine code runs on the machine. The contract is brutal and the contract is honest.

This is why operating systems are written in C. This is why every interpreter for every "easier"
language is written in C. This is why your Python program — and yes, we are going to talk about
Python, briefly, in the way one talks about a difficult relative — is, underneath, a C program
pretending to be something else and charging you a 50× performance tax for the pretence.

A short detour through pythoneering

A pythoneer is someone who reaches for Python the way a toddler reaches for a hammer: with
enthusiasm, without judgement, and with no regard for what is about to be damaged. We use the
word in the derogatory sense. See lamer.
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This is not a screed against Python the language. Python is fine for what it is: glue, prototypes,
scripts, the occasional Jupyter notebook full of someone's PhD. The problem is the culture — the
assumption that because something is easier to write, it ought to be written that way regardless of
what is being built. People are now shipping production systems, in production, on hardware they
pay for, written in a language whose execution model is "interpret a tree of dictionaries forever."
Then they buy more hardware to compensate. Then they wonder why their data centre is on fire.

Don't be that person. There is a tombstone with your name on it in chapter 0x09.

The C worldview

C asks you to hold three things in your head at all times:

First, memory is a flat array of bytes. That's it. Everything else — your structs, your strings, your
linked lists, your fancy data structures — is just an interpretation you and the compiler have agreed
to impose on a contiguous run of bytes. A pointer is the address of one of those bytes.
Dereferencing it means: go look at that address and tell me what's there. If you ask the wrong
address, you get the wrong answer, or a segfault, or — if you are particularly unlucky — the right
answer for all the wrong reasons, which will haunt you for six weeks until you find it.

Second, the stack is fast and the heap is slow. Local variables live on the stack, get cleaned up
automatically when the function returns, and cost essentially nothing. Heap allocation via malloc
involves real work, real bookkeeping, and the ever-present possibility that you forget to free the
result and leak memory until your process is killed by the OOM killer. Prefer the stack. Prefer
fixed-size buffers. Prefer thinking ahead about how much memory you actually need, because —
surprise — you usually know.

Third, the compiler is your collaborator, not your adversary. Modern C compilers (GCC, Clang)
are written by people who are smarter than you and me at the specific problem of turning C into fast
machine code. Your job is to write code that clearly expresses what you want, and the compiler's job
is to turn that into something the CPU can chew through at cache-line speed. Write clear C and you
will get fast binaries. Write clever C and you will get a bug report from someone running a different
ARM revision in 2031.

A first program, properly

Every book starts with hello-world. Fine. But let's do it properly.

#include <stdio.h>

int main(void)
{
    printf("Hello, sailor.\n");
    return 0;
}

Save it as hello.c. Compile it:

$ gcc -Wall -Wextra -O2 -o hello hello.c
$ ./hello
Hello, sailor.
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Notice four things.

-Wall -Wextra turns on warnings. Always. Warnings are the compiler telling you, politely, that
you have probably done something stupid. Listen to it. If you ignore warnings, you will end up
debugging at 3 a.m. on a Saturday, and that is on you.

-O2 turns on optimization. Use it. There is no reason to ship unoptimized code unless you are
actively debugging, in which case use -Og.

return 0; is not decoration. The exit code of a program is part of its interface to the rest of the
system. Zero means success. Non-zero means failure. Shell scripts, Makefiles, CI systems, and
your future self will all thank you for getting this right.

The \n at the end of the string is also not decoration. Lines without trailing newlines confuse
terminals, log parsers, and the poor soul reading your output over SSH on a flaky connection in
1997. Which, metaphorically, is always someone, somewhere.

The honest part

C will let you do almost anything. This includes shooting yourself in the foot, the other foot, both feet
simultaneously, and occasionally a foot belonging to someone three offices away. Buffer overflows,
use-after-free, dangling pointers, integer overflow, undefined behaviour, signed/unsigned mix-ups,
off-by-one errors in loop bounds — all of these are not bugs in C. They are features that you, the
programmer, were trusted not to invoke.

Some people find this terrifying and run back to whatever language promises to hold their hand.
That's fine. Those people are not reading this book.

The rest of us learn the rules, internalize them, and discover something curious: once you actually
understand what the machine is doing, the bugs largely stop. Not entirely. Nobody writes flawless C.
But the category of error shifts. You stop fighting the language and start fighting the actual problem,
which is the only fight worth having.

What's next

In chapter 0x01 we'll talk about pointers properly, which is to say we will talk about addresses,
because once you understand that a pointer is just an integer with semantics, the entire mystique
evaporates and you can get on with your life.

For now, your homework: install GCC or Clang if you haven't already. Get the hello-world above to
compile and run. Read the warnings if any appear. Then, and only then, turn the page.

This is not a difficult language. It is an honest language. There is a difference, and the difference is
the entire reason this book exists.


